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(54) METHOD FOR COMMUNICATING INFORMATION VIA CHANNEL HAVING LOW 
RELIABILITY 

(57)Abstract: 

PROBLEM TO BE SOLVED: To attain the 
communication security between the devices which are 
connected to a network. 

SOLUTION: A secure section SS 126 of a security 
module TSM 124 included in a device stores the serial 
numbers SSID sent from a manufacturing initialization 
facility MIF 110 via a network into a storage 34 ((2)) and 
then generates and stores a public key pair ((3)). The 
public key pair includes a secret part KPVS and a public 
part KPBSS and transmits only the part KPBSS to the 
facility MIF 110 ((4)). A manufacturing install security 
module MISM 114 generates and stores a manufacturer 
certificate including the part KPBSS and a secret 
signature key KPVSIGM ((6)). and also the certificate is 
transmitted to the section SS 1 26 of the module TSM 
1 24 and stored there together with a public signature 
key KPBSIGM of the facility MIF 110 ((7)). The facility 
MIF 110 also generates an inspection certificate 130. 
The internal secrecy is stored in every device and 
certificate and accordingly the devices can authenticate and safely communicate with each 
other even via a channel having low reliability without being previously programmed by means of 
the secrecy of an operator. 
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(57) 

[ig^^si 7^/<-r;^rta)T SM 1 24a)ssi 26 

fi, M I F 1 1 0A^^,^^•:; hr7— 'i7*^LT26?>*lfca 

LS-^SS I D^fBtlSMS 4(-IBllL (®) . 

_ . KT^^^LIS^f ^ (O) , ^K7li%&SSlJ5^^K 

I Flrjgffr-S (®) o M I SMI 1 41*. Sl^HSS^J' 
&t;^?SS«^— K P V S I GM^^f'Sigatll^liEBJ 
#^£fe;5£L. ISIt-r-i) (®) tt^\^^ TSM1 2 40 
SS 1 2 6(C2lfiaFtL. M I F<D^B8S«^-KPBS 

I GM<h<h^(zIB<l^;K^ (®) o M I F i i oli. ^ 
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(7>E nT $ X— v X > h 3sina><tfe Arc ^ o ra^tt 

/ W X ^ to^^b-r to^^b A X ::f t . 

7^/<>r:^;!»^^. #Rri£tt<7)Bi^<b^»$l^SP«S<Z>^B8 

nV X izj^ U r 4^- • -9— / < * SliE-r ^ a 1 CO ESEX 

^ ^aj o r -5 T^/ <-< X <o^*<^i?E-r ^ Cih A<•r? 
^ ^ iS^ ^ ^m-r ^ cfc 3 nV X ic^^-r z ic J: 
^- • -9— /<(::^tLT^7^/Wx$g|iE-r'5m2(7) 

m 1 &i/S2C7)SiEX7^'>:;ffc^5i\r4^— • -9— /\at; 

/ 1/ 7^/ nV X iz cfc o r ^ ti -i) ^^^S $f^i?)c-r -i) 



^■r i> X 7^ 3f i * ^ t; c t * -r ^ 
tii^3i6] m^msuwL<ny5mi{zt^i^x. ^was 

S^ffl-r^XT^-y -9— /N^<hr/\Vxi:(Dra 

T-T^-^^eai-r-SCil:. ^— • -9— /^<t7^/WX<t<0 
MT^-*eiS-r^Ci:. r/<<Xlcj3txra>:7-f :V 

a. u— >fis-tr»> h-r^z<t. ai/. 7^y<-rx;!»^b 

[ii^^7] ^— h • r/WX<!:^— ■ -9— 
cDrar•^iffi14cDiSl^^•v^-;^^^Lr4^— - -9— 

T. h • v^y<-rx(Dtoai=i>7^ 

tt-s. ^— • Q— \^y5m\zt^i^x. 

-b->v3> - ^— ^^^-r-SXT^-y:^^. 

-b':/'>3 > ■ +-*ffiffl-r'5X7^'y::f4t. 
^^tLfc^^ic^-^U^^t^T. • -9— y-y - 
h • 7^/<>rxiC'>7Si:< ,t ^1 1 -DO^—^u— Kr-SXx 

^ ^ tt -5 C ^ ^ 1#® i: -r -5 o 
[iS«Xi9] il®tt(;>^l>5^-^^.;uS:rt^LT^- • -9- 
— y-:/ h • •r/WX(cg^|z^— ^ p— Kf 
^>'X7=^A|Z^3l^T. 

y-y h • "fi^^x^izm-f^ti. (a) sLft^^s 

i:. (b) m»;1l^«<t. (c) aiBcfB^StJi&IIS 
«a)£iJ*lcS-:Jl>r. «ffi-b'v v'3 > • ^— v-y^ 

^Miz ^-r -5 t; <7) isig ^ «^ t 

[z^m.'thZ.tt^X^Ui'^^'biz^ affi-tr^yva > • ^ 

t. 

^— • -9— /<P«9(c|gftbtt. aS-lz*:/v/3 > • ^—-e^ 
-^^b^nfcM^— h ■ T^/NVXir.t'^rSfiSF+t* 
VESSEL. KSi5**lfc>•v-b-i;*ffit^T 

««i:-r^ixX7^Ao 

Cif3}t3ii 0] ^ilS^4a)^st^^vt-;^^^LT^osa^b 
^-r-b+^'j7^-r • 7^A>f ;^siaMfb-r5»^/^rcfcix 

^o.'Jt^^' • 7^/wxcD«H**i/ifflj^i^rcae$^^ 



(3) 



2001-148697 



[000 1 ] 

ML. niZ. (secure) iDmit^'^Wt-t 

[0 0 0 2] 

^ c <t *<-e ^ fr i6 r- -So 
[0 0 0 3] ^f^<Dzttj:t<^^ mm'^mu^±^j:^m 

tilt, ytz-iy^mthL-^mxitmrn-^mizi-^zt 

tmmm^m?Lxmm'r^t^Ltjiiftiii. > 
li. mihL^'^mf)^xitmw^'^mx^^tm^t5^ 
-b - r- fc y si(t ^ ffi^n ^ ffi^ faicDS * y 

i3t<A ^:^'^-i>^<?=pv^></r^Ztlz^'Z>X^mi' 
[0 0 0 4] ^^)-^^\z^^^t. ff§-^^bv;^^A 



3> (•r&t>*»3m5fe) fwT^— $i^ini-r-sig^. x 

[0 0 0 5] 1 -3X(i1Sa(7)> *v-b-v$SS^Hr€> 

Bt-^^bvx^Aic^oT(i. ^^^m^^r-<x 

mmz^^)^ SfiflOtt. > v-b-v(7)aiiHl!li:«iL 
T l^ § 2l{iffl!l3{i<llfRa)i3iffiffl!i -e fc ^ A^ * «l^-r i» C 

v*<^$(Z3i|{l^ttfrpt -fe-vrfc^Avlf gill- 
's Ci:3!j<T-^. t^^%.^^mz^s.)^ Smiiyii. ->t'>-b 

[0 0 0 6] iHii/Xi^A<DiStH::J:oTI*. -b>v7^ 
-f :^>S:©^<b^^ u-i/ 3 >*IBtSlz$il®-r * c t f^x 

^baffiA^^feCD«tg;b^b^SI$*Lrl^-5o -J5g&^?^c^:ff&-^v 

XI*. ffe(Di^«cD^x<7S«K-rsfc*!>izffiffi-r* 

icj:y. ^<D7^-^XI±^^:r-;K;)fiE^$. T^-bX^ 

«a-r ^ /=a^>izffiffi * *t ^ ^— o r 4 A >!? XI4X 

[0 0 0 7] Sfi^'\'^'^;u^«S-r^[^o^— (7><£ffli£ 

-va)B&-^^b/«Si3iifi|-rsta)-cfc^o c:a>ffiffi7fe 

*>lzffiffl$4x-5^^;^;H*. jgS^-T L t^±T'li^^:t^<^:# 
x.t»tL*o S^T'^Pt^f^-V-^WUI*. 7^ "y^A^V— X)b^ 

^ . I'^BS (eavesdropp i ng) J T ^ ^'J ^ 

* h ^ :7 ^ «y ^ W * jSKT * Wr ^ f£ It Tr 
<. -€-*t;!)<V— X*>bi^x^>r >|-fitt;|g|c^ 
v-b-v$^M'r'5c<i: tT'^-S. r-7 -tf • 

S K/U (m an— i n— the— mi dd I e) J 7^ 

;r*;Hz$^LTStt*4iTt^-S-b4^iL'j7^-f • i^x-rA 
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[0008] V— xa^^^Xt'-t va >^a) 

-b - V ^ ^ - ^ □ -fe X A :^ i: -r ^ ^ 1 3f P -b X ^ 

*,OTM*3&i^o Bt-^^b:^p-bxii±<S3ai-r:fc-^r. -fe 
^ 3. u 7^ -f /)<r ^ * t» rc cfc o r ct) 

-So 

[0 0 0 9] ^±7^^:ilfi<D±aiLrc«•>^^o:t^^4li. tK 
-<> h • • -b— ;i/ (pos) Ssis^r^'^ hr?-- ^^izgi 

n^fzlhiZ^m-^tl^o C(DPOS^5|5:^-y h^—- 

±omt'^y:>m^^(r>wnm^^mzn±^mm^^^. m 
^om^ijizi^'^rho mjBopos^^t^o 

ir^t^r r7^»:/:^j i:P?(i;tX'5) it. > *y-b— • ^ 
[0 0 10] mi^t^U^=^\z^ ^%^^\\zmii:>^mm% 

^<fc5f3> •>-b-v^*imr'i>C<i:A^T*^^kt>cfc5lc. 

/r. m'^t^n':^xm^fzm^n{zt^{.^mmm\z^Mxi'^ 

II * 51 y ;^ L ^ 5 li'&3&<^ i: ^Sl^cfc 5 irr -s 



[0 0 1 1] s±ummoz,Hi^om\t. mffRifm^ 

^X h^^^^|cSt>-5>pIt^ttA<i;t^tci6. -b^j.'Ji^ 

-J ) OS«<t/<X'7- K(7>«ffi*«}#'r^Ci:<i:lrl8 
f>tt^o ®SO^X^;&<*-$IB1fr-&i:t^^RS*3ti:C 

fflfro^x^ttcfcyaji-efc^o cnr*. 

Hx. r^'v*A<H*co/<x'7-KS3ifiLfr«^. 

'Si^tsin^\zumtixh. m^tmm^izif^^omi^r 

[00 1 2] <t^m^-^mtt<^m-^iiX^^^. 

"^vi^t^. S^Jt?iffi5S^^5fei:-r^>*y-b-v?^^M 
S±?S:ffi5Rf3^oT32ieSF*irt^'Sp*->-b-vSS 

T^vi^i^ r:^~^Mj =i^>Ki:»r 

[0 0 13] r^'trX;!»<«ltt>*LSCi:lzj:y. feKlz 
aS^;K/r3i5l^fifefg^fcBB^4xfc^5^r-&yi^it^o 3^ 

®±>5:«5)5r**y«it^c<t/i^-e^^o S^^pv-x 
AcostDo-r >x h— ;u*-^t;«--r >:^y > >t^— v a 

^-a>«D»-b-y hf*. »Trc^i:^-i:^-^SS■r^i:l^ 
^^^i:^#t;^^$:atr=3'7> K • > 'Vb-v^^i^^ 
l^iSHl'ri>C<h (::<*: y. 3lRI$iJ»r'SM-r ^ C <i: 
-So r:^-SMj >'y-b-vA<3l{i**i^I?ri::S3«?*<fe 
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[0 0 1 4] 

A<T-^i>« §Sig|l#fi. 7^/NVXA<"r'<T^ 

[0 0 15] ^/u ^iDmitoi^^yj^it. mm^ti 

/cX— i^x> h(trustedagent)j :^^t"C? 

m^iixtzJ^-iyjL:y hiz^^x^mit^ti^o mmti^ 

X -r A S ^ T' L M3 ;^ ^ V a > 1 z J: o r m ei * ;tx fz • J 
^mit^-^Xti-r^tziblzm^it->7.'r2j.(Da^-iy 

a)^mmr^x^!i!^rL^^±\zmmv^^ijCox'tjii^ 

fzif>. ^mit^-it. Ji-^yJL:yh<D2X<Dmm^^tz 

>\z^^^Wi-r^o ^f^(Dzttsit<i^. ztiitmmt^t^ 

;!)^y*^o^ra^*^A^A^^o Ml::. ^-7<:h(Dtzit(D^—7\i 

[0 0 1 61 {i^$;Kf-x-i;x>h|-J: -5)^,^1*. S 

OS5a3^ (:$:0^SBBST'li^lSW(r rig3?^j tm"^) \zu 
— \^r^tzibiz^m^tixi^^o DES^~a^(D-fi 
«SSffi«-r ^'>35: <tij2 AcO-fe^a U 7^ -< AMI*. 

:^t,%LTi>«>ig^A<*i>fcaft>, CO)*— • p— K • 



[0 0 17] 'J^-h • P^-i^a>^<D»i6^Slt5 
^-fffK^ (d e p o t ) t:^m^^Ztt}<X 
^-fffKBrli. r-^Ti^DBi-^ibvX^Ai^SSitai 

i33i*x*ti>fi^3Sp^— va>-efc^o ca>+-»Km 

vXirAJZP-K$n. Bi-^^bi^XT^AIiffi^ 
[O O 1 8] 

«8i3<fc-5B&-^^b'>x^AicfctxT. waaas^^ja-r^ 

i^sp*ie&(7>g^Rii£i4Bg^<b^^A<^Tt>tt. ^^wiSfrttBg^ 
^bS»&i^T/W X(Z)-Scoa^«ij^*^triiEBj§ (ce 
r t i f i c a t e) (C»L. ai3tSI#a>*— Sfflt^r 

T. ^m^ty^'t:^t<m^^*t^ztiz^lJ^ 2007^ 

-e. 2-oa)T'/\VxPBlfzfi:^3S5^^:t-;uA<-tr-:/ 

^ *t 7^/ nV X ^ as IC J: -3 "C ^ 3f P ^ 

ti^T^/WXfi. 5lx^^i]E-r^Ct;b<T'^. ^±Xf3: 

-v ^wu^(*(cso r ^ was *f^«-r c it t^x * 

[001 9] 

t^^tU^Jiolz^ ^<cDT:^U^— va >^^UTtv 
h^t^t^^Oo ^CDfctf^. *lfeB^li. |glfe«ya>«feai::S^ 

[0020] :ri>X7^ACDU^B^|zJSlxr^iSL^M^tU 

Ttx-S 1 oco4#^<Dr:::^'J-!r— i^a >li. m^iz^^j^ 
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(002 1] la 1 I*. ^frXlifftco-b^ J. 'J 7^ -f fziiiD 
1 Olz^>L^T. ^--v h^—' i7 1 2Jt(::i@/?a)7^/\Vx*< 

*ffi^-r^Ci:;&^ibfJj&^!#'5x>^-<7"-f , Cij^tf. 

iy-^t^^O:^^ \y-^ <D^-^ SSI^fT *f=i6lz 
^^.^ h7— <7 1 2±|r-b*> K7*:/:^L/i:. h 

Sit m# lb 7h 5^ <h ttSiJffl 0) X > ^ -f -< fe S fg^ 
[0 0 2 2] h^ — -^7 1 2fi. ^i)mtta)^l>:^*y h 

^^-y hj LT^^tl^-^P— /OU • :^»y h7 

t^o ±IB;u-7^^ v-i^'fcjiy. ^-f >y • =i>7K— 
it 4; EM-r c i: 4; r* * ^ o 

[0 0 2 31 ^--J 27 1 2lZ}t^SI$;t^Tt^'S[il1 fz 

H'^'^— v-V (SKDM) 1 6A<?n**LTS>y. -^-HbO) 

^**y hr?— 1 2izffiis*nTiNi)o A^;!)^^l^l2p^7^/< 

^T.it^'^-j h'^-^ 1 2lz§g(r^S|Di^-crfc'5;&^ ^ 

i2t"*«fc5fC. Snr*tl/caS5Kl 42il/SKDM1 6 0) 
4' . 1 6' (i. ^Pl^tl/cT^/WX^ia^fZ^i 

[0 0 2 4] S2ii. ag5iei 4<oi o<;5SifficDj^®$cfc 



SKDM1 6$f^«I::«^-r^C.!:tprig-Cfc 
Jg*i 4li. A:^/a3:^ ( I /o) 43^i>a >2 o 

-^vJL-;u (SM) ZAt^^TLXl^ho 

€>yi:tf>lw. ^^'•yhr?— 27 1 2±fc-5-*t'b$-r>X h-;u 
[00 2 5] -ti^^'j^-< • ^i;zL— ;U2 4(i. -tr^i 

7 • -tr^V3> (SS) 2 6<^^^-tz^zLT • 
•fe-:7v/3>2 8i:*(iSitro^o S«Jf=16tt**tfc-fe4^ 

(tampe r — res i st ant) JKIf-ll. jS^I- 

35:«S<Z)aEai$»-rci:)S:<. -b+ztr • 42^ >a> 

p^nW:m\zwim-t^zLt{tmnttsir:>xi^^^ v^m^it 

(i. - -b^ va>/)^ gAA<^TLTT^'y:^ 

LrU^^;I^T*fc^o MIC. 5S^|zl£ff-$ 

[0 o 2 6] • -fe^ va >2 8li. SS26 

ijssfti 4<Dsy<Daj»i:(Dra<7> I /o-r >^:7x— X 

I?. -b^zL'j^^ • ^i^zL— ;U2 4C0i!jf^^-9-;K~ K-r 

[0027][a3l*. SS 2 6(D<fcyp$ffl3£»:::^P'y^(ii 
•ea&^o SS26tt. -b^^i/g > r /03 O^. ^^n-fe 
;^.pv/'y^3 2 (y— hXli-7>r^a:fp-b-y-9"l^) 
IBiSSS3 4<i:. gL»^^« (RNG) 3 6 i:. fi 
aSiSiSS 8i:$^Lrt^i»o SH1SSS3 4r::|S1S^*i 
^ir—^<Dmm\t. ss2S[z^^xm^tsix^^^a> 
:^P-t:7.(zgii^LT^i$-r^o fft-^^bi^y^^AOtSH-fc 
ni^xmnx&^^=^\:i. -b^^'J^-< -^i-^U— va 

T'^-j^lt. aa^5fe§l (RNG) 36(Zj:oT^^-r 
^SlJSfe «t fia;1S»§S 3 8 /»<iifTr ^fi3SJ£ it ^SiJffiiXli 

itA^T'^^o tt-:?r, fSLS^^S (RNG) 3 6at;ji 
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»;TIJtS3 8tt. »*L<l*SS2 6(Da3E^prfig«» 

ogj^^r-K^r^p aios^^^^i*. ss2 6<7)aiim% 

ICcfcoT^rt^tt^Kif^^paiU. m2c;)$553^li. SS2 

rt^^o ^s^tTi^^sigiajei oo(zfciN-c. sittD 

mitVTiy^J^^ (M I F) 11 Oli. iSit^-^Xi^ 
— vaV (MWS) 1 1 2^fiix.n^^o MSW1 1 2 

li. M I F 1 1 o F^T'S^ftSag-r >x h— ;u • -tr^zL 

'J^-< • ^v^j. — ;U (M I SM) 1 1 4lr$g^$;h.TL^ 
M I F 1 1 0I±. M I F 1 1 O(cj:or«0^ 

fcSitr— S^^-XI 1 6$^LTL^€»o 

[0 0 2 9] ^—*fv hTfc-SSSI 2 6^:a-r'S^ — 
-y*;; h SM 1 2 4 'J >-C7 1 2 O ^^LTM I F 1 1 

hSM 1 2 4(i. *D^^b*CDSMT*fc^o 'J > 
^12 01*. x-^»^A^t><7)li^S±r•fc^i2^^*<fc 

■r'S:*^**. ^—*f-J hSS 1 2 6A>bMWS 1 1 2 
iCSIfi^H^^— 5lli, SM^:K-rf3MWS 1 1 2ICcfc 
oTSft^tts MWS 1 1 2iS^^^—^-j hSS 1 2 6 
(ciiHi$;h.'5x-5i(i. 'S'-y*^ hSS 1 2 6l::<i:or 

SSI 2 6<DiD^1b<7>±«:6«I?S:^±tt^fi}t-r'S>tcA^)lC 

[0 0 3 0] to^^b7fa-trxiz5feti:or. ^— ^f-yKS 

S 1 2 6 $^ige^7^#:4i<D (generic), -tt^^io 

1i>:?(7>^— ^'-v hSS 1 2 6li^-T-fe'Si:-r^C 
^A<-e^^o ^—^-J hS S 1 2 6li. M I F 1 1 OIC 
ci:or*[J^^b:^a-t?;^A<II^T^tt^C^|zJ:-3T. 

fi^r-j^f < ^C'&o 1 -^<DA^;^)^-^>^o^^b::^p•tr;:^cop^ffl^i. 
la 4 1 z is t ^ r jis ff 1 1 1> *t f r ;^ 5^ :^ $ ^ r o T' s * n 

[0 0 3 1 ] m.^\Z^ Ml F(i. ^—^V hS SfC^^L 
TilL#-^S S I D^£^^L. SS I D^^— >tr-7 KS 

sfz^r (;^7^*:/:/i ) o "^—f-j hs sri, i2ltSM 
3 4 ICS s I D^fglSL (X7^-y:^2) . -i^gg^— ■ 

^KSS^^i^jcLr {:^^-jy3) tB1I^®34(Z^|g 
. Ky^ft^ftf -So KSSli, l5SaJ5^KPVSS 
i:^M§P5^KPBSSi:^WLri^-5o KSSCD^ilE 
li. SSID(7>Sfi. M I F*^f,(Dzl^> K(DS<iXli 



— ^r-:/KSSI*. KSSS^^r^i:. ^MSP^ (KP 
BSS) ^Mws(z2|{irs (XT^v::f4) . -^^-y-:/ 
h s s AW >x I — ^uSf^l-S vX7"A(7)±<*a>-fe^jL 'J 
T^-rco-SPi: Lr. »ffi»53^K pvssii. ^— y-v h 

ssf^icay. ^-y-v hss(Dnffl!!i:a<fr*ifi^5i3b< 

[0 0 3 2] MSWttKPBSS&UCSS I D*M I S 
MIZ^^L. M f SMl^SgitSl#SEKSMC e r t ^± 

lA-t^o KPBss^^^T^^y. 

M l F%»g&S«^— K P V S I GM(C«fcoTS2S^*L. 
M I SMWfC«}#3F*Ui> o M I SMI*. 

M I Ffz^fcoremos sA^tD^^b^ti-SHtri::. m i f 

^^S^— • (KP VS I GM. KPBSlGM)(r 

J:r3T«0W^b**i^o"*fc. atitll#iiE0^SI±. SS I 

ss\zn-th^ &i/r;u3 UXA ■ (^-y 

f*. M I SM7b>t>^— hS Sf-ag^ti. "^—fvV 
SSl^fCfclxT. M I F<7>^giSiS4=~K PBS I GM 
tmzUmtHxh {X'rvyi) o KPBS I GMt^ 

M I Ftt. SSI D&l/MC e r t (7>a tf— S^t^feat 

[0 0 3 3] z<O^MV. ^-y»:;hSS(i. iE^lrS 
at*tifc7^/<-rxi:>S:^o -^nii. ?#ScDSI«iJ^ (SS 

^{^—^iznLXmtji^fsA I FSig^— • ^7 (K P V 
S I GM, KPBS I GM) ^ffiffi-T C <h |r J: tj . 

^i^-^iz^mu=b(Dt-r^ztt<x^^o i^-THizL 

^*<iz-y h7'-y:f Lfc^-.-:/ K^—- LT. t^/nVX 
^^^^^StcOlcia >:7-f :^jL i/a >-r-Sfri6<»tOffl 
^b:^p-i2;^*l5iBj-r^o 
[0034] ^— y-:; hs S*<;i-'<u— 
B#. "^(Dzt^iy-^lZlt. ^-f-jhssizm-r^^^ 
liEB^Sl 3 0;&<^^f,tv^o e^SilB^Sfi. 

sA^ m^(D-m&^ut^m^ (SS I D) s^LT^jy 

;!i^-:>a8iSm#lcj:or®«Ilz«o»jb*;aTtx^. ^1^5 

^—*fv hSS^SM2 4[;*3(CSS«hLT-<>;^ I — ;u 
r^CirA^-e^-So fcSlM*. Ig5tm%l*. SM2 4I^ 
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it. ig^i 4Xl*SKDM 1 eiz-tX'iz^ >x h— 

4ir t ^ * S S * S M 2 4 izStt-r -& ^ lb ti BTteT? fc S o 
[003 5] -^'V h S S ^15^^§■r ^ 

*y h7— ^ 1 2±T?i oXliS3&a)S KDM^I^^tL. 
SSI::<i:ori:iE,4iSmi (Dlftf^f*. . a-K • ^ 

^^zL'j^^ir^^-T'SSI'i^^Oi ofi. s KDM7!)<^t^<7»5: 
l^^^rut>■^^^^^^m^^ 4' rz^-^p-T-f >y 

[0 0 3 6] ^f^u-^tD^^b^p-bx (toaa^b:^p-b 
xa>il2a>S5» ^c^>l^T. sssi/skdm (xi*. 
Hl^a^(^2ocDS s) li. 'ftS14<Dlit>5^A'^^;nzct: 
o-cj^Sl^ti'So JSfe. C(D::fp-trX(i. S±T-?S:t>^^ 

(D-fi/:^ \--ji^^^\z^5z.tU<m^-rh:itt<v^ 

ho 

[00 3 7] :t'<U~^fZj:oTgf^$n^2 0<D7'/^ 

msa^yu—^^r—hiz7ikt5tixi^ho msiZTnLtzy 
mmizt-DXit. ccDi^0^;t)^^). S■^<;):^^t^^ oa>A 

[O O 3 8] 135 |C^F-r::^P-trX(*. 20(7)T^/^>rX. 

fy^^tiizK-^ibrizT^ y O S ^7-5 icttiBia^ i, J: 5 Ic 

oco?>J/£lli. ^*ffia50^iijt;&<4§SgIiE>^P-trXi:^^^ 
tl^oZtXthho :^P4zX(0ftfea)jpJ^ 

fi, siiE-iz>^ai;2o<07^/wxraa)giiE5^x->$ 



i:l^3C^:-efcS• T^y'C^XAl*. S5I51 4"r?t 
SKDM1 6"C?fcoT4iJ:l^ (<i: U iEiifZli. -^-tti^T 
/^-f X<D5*>(^1 0(7>SM2 4) o ^fc. 7^/<-f XB 
I*. 3ffi5!?1 4T?fcort,SKDM 1 6 "Cfco T t <|:l^o 
m7L\t. T^A-fXA. Bli. ig3^it SKDM<!:-efcor 

[0 0 3 9] :^p-bx(*. T/<-<XA*<Biia)fciftic^ 

— Sr«^— (KNK) O^T (KPVAl, KPBA 

a^L/cig3t:^p-izxizS!ivT. T'/UT.Ait. -M^r 

fS:*>*>'f^U 7.A\Z^&(Dm%^l^ ms\zm^X\ Da 

fp^jimf^tixi^h) . i^g&«SKP vA5^t;rA 

-r X A a)S5tll%II0^S (MCe r tA) L^<-:>*^ 
(i. t'/^'YXACO-Iz^jlT' • -b^v3 >f^T-f^J?£*ttr 

7^/<-r XBIw2Hi-ri>o J^-jil — i>fsAMt. KPVAfC 
J:oTS«*n/r I DA2Stl/K PBA 1 ^#^Ta^^o 

[0 0 4 01 7^/<-rXBI*. Ml atfM2*sii-r^ 

KPBs I GM. rut>fbm^mm<t>mm^^-t: 

2) o M2*^^3a-e3St^ii•&. T/WXBIi::^P-bX$ 
ffjhLT. 7^/NVXAA<«|{Ba)jgtx7^/^-f Xt-*t>^l^ 

spTT^/NVxT-fc^tits-r-So ^ar-fc-sii^. 

-rXBfi. M2;b^'bK PB A^ttaif-S (Xi^»;/:fS 

3) o KPBAI*^— <Z)^BBSP5^-e&y. KPVAtt:^ 

-a>m^u^x&ho mzmBMLfzX5iz. <i>m^^ 
It. ^mm%m^miz'^^tixi^fzi,<ox&ho ccdk 

K p B Af}<mm\z{t^-(o<i^m&^v&htm.^rho 

[004 1 ] X^y:fS 4{ZtSl^X. ^/<-<XBli. K 
PBA$ffiL>TM 1 ^^^r^o M.l A<Wa!l-e?£ft>ii 

7^/WXBtt:^p-bx*ffjhL. ¥^U:^At)mm 
pTT^/NVX-Cfe^irJi^-r^o M 1 A<:&5ar**'51i-&. 
7^/<-rXBl±. M 1 A^ibK PB A 1 Sttttif ^ (Xt^*;/ 
:fS5) o CKD^^-e. T^/^-fXBtt. 7^/\VXA$S 
SELy-rZihfz^^o ^/WXB$12liE-r^7^/'v<XA<0 
::^p-bX(zii. x^-:/:^S6-si ^t)<'^'^ttho ?t 

Xt'-J/Z^S 1 5(i. Xt'^vZ^S 6 --S 1 1 fZj^ 
M 3 ^^l/M 4 X B An b t'/nW X A ir^g^ tl^-Sa 

t5^/N<xBfci3txr^was$^^f ^fci^ic+^fj: 

[0 0 4 2] X7"*y::^S6|Cj5t\T. t^/nVXB^. S 

iiEa)frtfi(ze#a)*— • (K p VB 1 , kpbb 

1) S^iS-rSo 7^/WXAtl^»lC. jE^lwSlt^F^i 
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SIJ^ (050 I Db) . l^i^^S^K P VB&t;T/\VX 
B(DS8jtll%ii0-§S (MCe r tB) *«^*tti>p F^SP 

7) o > i^M3li. Kpysizji-oxm^itifz 

I Db&I/K PBB 1 ^^^rTa^-So T^/WXAli. M 

3 2ii;M4^g{i-r'5i:. KPBs I GM. -r?5:tp*>§s 

X^f^ihL. •T/\-rXB/)<«IIS<7)^t>7^y\Vx-r?'d:*:>*» 
/<^7.A\ts M4 A^t»K PBB^aai-r-So KPBB 

li. ^— (Di^Maj^-c&y^ K p vBii4^~c7)iBsaj^ 

T:S>oT. MCe r t eJ^-^^JKr l^'5o CO^^-C. 
■r/<-rXA(i. Mi^m%A<iiE0JLfcC<tlCj; tj^ KPB 

[0043] X^»v:^S1 Olzfc^lNT. ^/^-rXAfiK 
PBB^^t^TM3^HB^-f M 3 *<W^-e>at>ig 

-x/^Y ;^Att:^p-tr;^S<9jJ:Lr. 7^/<-fxB3b<« 

K CO ^ t ^ 7^/ W X -r t> rT ^/ nV X r* ^5) i> t «IS 
M3A<^3aT*^5>'51i^. t'/nVXAI*. M3/)^i=, 
KPBB 1 ^^fitii-ri) (X^->:>*1 1 ) o c<7)^^-e. 
7^/\-<XAfi. T^/WXB*gliE (^S) LTfeU. ^ 
/WXBlix/<^XA^^iILTl^^o MC:. CCD^^ 
T:. 7^y<-rxA(i. K P V A 1 St/K P BB 1 ^WLT 
*>y. -r/^-fXBIi. K P V B 1 at/K PBA 1 

^«e*^^-r^«t. 2oc7)7^/nv;^j±. ^^sis (s 

1 2 A, SI 2B) ^{£^-r^C<tfCj:oT. St^<Dra 

f^T^Zt^b^mX'^^o "^XirAlCjl-^rtt. KPB 
S I GM(0±=^iL*J^^lZ^i^r\Zi^m^m^±f^T^ 
Zttm^Ll^m-^ii&^J. '^H\Z^'oX7i'^[y'-^<D 
i/Xi^AIiKPBS I Gf^t^i^mzm^iXfz^^lZitmz 

fee-Hellman(DH) S^^X^^o DH3c^ 
1*. «i!eT•fc•^r=fe,«l<Tt<fcL^2O0S8!E, aRXfn 
^^m^^=b<OX^^). tzf£La<nXi^^. t^/nVX 
Ait. KPBA 1 =aKPVAlmo d (n)-C&^^— - 
^T^^fitL. f'/NVXBIt. K PBB 1 =crKPVB1 
mod (n) X&^^— ' ^7i±i^'r^o i^/WXA 



li. M3A^e,KPBB1 ^tt£tl"r-5<t. Ya=KPBB 
iKPVAl mod (n) iUU^^Ztt^X^. x/W 
XB(i. M 1 K P B A 1 S^fiajf^it. Yb=KP 
BAlKPVBl rnod (n) ^nWr ^ Z tt}<X^ 

rztt<x^^o 

Ya=K P BB 1 KPVAl mod (n) 
= (aKPVBI) KPVAl mo d (n) 
= (ffKPVAl) KPVB1 mo d (n) 
= K P B A 1 KPVB1 mod ( n ) 
= Yb 

ttoT. YA=YBTi&oX<i33d<DT;U=r«jXA$||^T-r 

^ztf)<mMxs>^fzit>. "r/^-c xA^rSBit^mm^ 

(1 0 2 4if*> K<7);i-— $r) -ej&y. ct\t2Q(07t^m 

UT^^ eo\i^y homm o y = ya= yb*^i o 2 4 
e-:; h<D:f— y-efc-S^^. 5 6 d K D E S^-l|<7> 

^— SYA^tlf^Ja•r-5c:lt36<■cf#'^)o 

[0 0 4 51 123(4. IE1SSa3 4|ZlB1t*tlfcx— $1 

-B#X— • 3s5^^- • □- K • ^- 

K s s m^m<D^— ' (K P V S S. 

KPBSS) 

k p B s I GM ^m.mm(om^^-(o<i>m^i^ 
Mc e r t m^mmmumm^ • ^—f-^ hssay 
u-^ izi^fmomi&^m^-imi^fz k s s 

^-^y^<f:SiXSK s sA^^^ti-S) 

CD ^x-y^a^ 

[0 O 4 6] MC e r t iCft^PT^ ^ ^*<^**LTL^^ii 

3ffi^(4. -MM I FfCcfcoTi^J^r fjtt'S^'^-tT)!^ 

-So ^J^(i. V^-S!y^<flt. iilT<D=b(D^7nrztt}^X 
a, MFK^SaO-b^i'Jx-f • ^VJ.— iUFBlT?!^:^ 
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d. 4g5^Jb<^-3^gi^- (KEK) *n-r-f V^-r-S 

f. DSAm^t)^m'^^^^^^i)\ 

[GO 4 7] ag5Ri 4a)4$soe0«itt. ca>Bi^(7)i^ 

::^--tr-;u (pos) ^mm^^tLm ( tat 

Mj ) *v XT— h • K • 'j— ^^"CfcoTti J: 

■r^-ir^i'j^-f •^i;zL-;u2 4. fiz/aasa^gigm* 

^^'j7='-f • ^i^iL-;u* ATMIw-W^iD-r-SClirjJi^prfig 
[GO 4 8] ^OmVlt. «5fel*A— V:^;U ■ =l>eiL 

;u • i3>t"zL— $r|z>r >X I — Ji^^titzPC I AX - :^ 
— K-Trfc^o /<— V:^;U • =3>ej. — ^l^:•tz^J.'j^-f 
/<— v:^;^ • zivtfi— -^ffi. :fu^i/xi — 

'go 

[GO 4 91 :*:^m^m3S©^(i. -^HI:^^4,(75/^•-v:^;^ 
zL'J^-f - ^va.— ;i./)W >X I ;U**lTL^i)fg5^1l/)< 

li-^. mmt. vx^ • :7T^;b • ^-nco. ainiiei 
fc^t^l*, /<— v•^;^ • a>tfiL— ^<D-r >x h— 



iiE:^a^rx*II^TL. ^- • if-/^*^c,»f^(Dfctf>(D^ 
[0 0 5 0] 061*. 7^A-rX*:!i-^U— ^4#Wl3-r4 

/<1 5 01*. •V:7h'!7x7152. ig5|^7'— ^ 

K— XI 5 4. Sagnyi 5 6. hr?—<7 \ / 

0 1 5 8 $^ifflX.Tt^'5o — 0 I /O 1 5 8 li. 

4^— . -9— A 1 5 o ^ fi^ncD^L^^r^ h r)—'y 1 2 

— • -9— 7^1 5 0Si2:^ZLij7^-ffJffll«5|5 (SCT) 1 
60lCgg|-r^o Ia^^$tlrl^^ct:3lC. SCT16G 
fi. «SSF*ifc-r)EC*5*»S±3S I /O 1 6 2*^Lr. 
If lC»-r -5 > ^ X -X * L T ^ o 
[005 1 ] tg5fe7^— ^K— X 1 5 4(i. -b^iT ■ ir 

mt^^-^L^zLT - -b^i/a^fcs^-r^aLS^ (ss 

1 D) (D'JX h*«i#LTL^So ^(*. 3Ef::* 
<03S5l^^;i->^-<>^b-r^^. «rfr3S:ii5l^^>!?lz^ 

L. SsbSSt"— ^ X 1 5 4IZS S I Di^l^MC e r t 
[O G 5 21 ^- ■ ■9-/^1 5 Gl^lZ^Mt^ffi-^^biftf^ 

1*. -9-^/^1 5 GrtCD-b+3.«jT--f • ^va— ;u 

2 4' IZc*:-3rSI^T*tL^o ^---9— Al 5 0A<ffla 

1 5GI^-Cr. ga(7>-b4^3. y-x-f - ^i;zL— ;i.2 4' 

Lfc-fe^3.'j'T--f - ^viL— ;u2 4$i^i:a>t.<Dt 

^- - -9— /<OtD«^-/»<S±>t?:=i:^^ i/3 XzSoT 

li. SCT 1 6 G(Cj:oTS«t^F*t. S^?S^;^T'TX 
^ • 3^T>ryU • ^— (MFK) *P— 7^-< ^-yU. -t^ 

[G G 5 31 JliaL/c:^.^T-. T^-^^^tt^r-'SJffi 
;U$^LT. 1 04g5S<i: 1 • -9— X(i2 0 
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^(ci^fg-r-s^itA^T-^. ssii. . -9-~/<A<:^- 
[0 0 5 4] it;!)^A<^tb$n-rl::l^^^:h,rl^>:^t^7^y< 

itH^Matl D (SS I D) <i:. » LIE^S^i: 

«Dffl^b LBiiEr ^ Cit ^ So 
[0 0 5 5] -tj^Lfcgi^l*. i5»J5^6«I>S:^0-efcoTfB 



[Ii!®<D©m'SUiB^] 

[ma] ia2a>-b4^iLT • -b^->3><Offaffl3S:::^p-y^ 

[04] -01 -@3lC:^**Lrt>'5i^/NVX(r^-r-5>iS 
[135] {i3^tt<7)Sl^5^A':^;Hwc*:or^Sl^ttfc2'D 

[He] gi^I^-::fp-bx^ffil^T:^v h9-^icje^ 
5F*ifc7^/<^x$to»^b-rsfcir>(c. Ell (c^-r^-^y h 
r?—^{z^'DX^miti^^— • -9"-/<(z>:^p*v^iaT? 



[132] 



14 
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I/O 



30 



32 



36 
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[93] 



z: 



34 



SSID 
KPVSS 
KPBSS 
MCERT 
KPBSIGM 
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[04] 
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DEVICE A 



ims} 

CHANNEL 



A=(KPVAi ,KPBA1} 



CDggllE 



MI^Sign^^IID^.KPBAIl 
M2=MCert for Device A 



M3=sign^[IDB,KPBB 
M4 =MCert for Devfce B 



KKPBSGM 



FAIL 

OL 



^ C STOP ) 



y-S9 



S10 



KPBB^CNT PAIL 



STOP ) 



KPB815$fidJ 



-S12A 



KPBB1«J:i; 
KfVA1Z)»5 



S6 



B=(KPVB1KPBB1 
(KNK) '^PSifiS 



DEVICE B 



S2 



KPB3GMffll.>T 



FAIL 



I 



C STOP ) 



Z 



-S3 



-S4 



KPBAfflt^i: 



FAIL 



( STOP ) 



^S5 



KPBAlSjadS 



J) 



S12B 



KPS/B13D^6 
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[Be] 



150 



154 



24* 



152 




158 



^is/hCJ-^? I/O 



Ik ii 



160 



SCT 


i 


^162 








• 
• 
• 






(71) djjSiA 591030868 

20555 State Highway 
249, Houston, Texas 
77070, United States o 
f America 

(72) ^fl^# v><>r;u . -^^v^y^ 

'J 'J 37;t-;u^7if+l, K>a 

^>K. 'yu>T-/<~ • K 8727 



'^x-r^u, • 7^-3.— 1275, :^ 

101 

610, 105 



